Comparative Evaluation of Spoofing Defenses
ABSTRACT

INTRODUCTION:

Criminals have long employed the tactic of masking their true identity, from disguises to aliases to caller-id blocking. It should come as no surprise then, that criminals who conduct their nefarious activities on networks and computers should employ such techniques. IP spoofing is one of the most common forms of on-line camouflage. In IP spoofing, an attacker gains unauthorized access to a computer or a network by making it appear that a malicious message has come from a trusted machine by “spoofing” the IP address of that machine. IP spoofing is a technique used to gain unauthorized access to computers, whereby the attacker sends messages to a computer with a forging IP address indicating that the message is coming from a trusted host. IP spoofing has been used in distributed denial-of-service (DDoS) attacks and intrusions. It is also necessary for reflector DDoS attacks, where servers reply to spoofed requests and these replies overwhelm the victim whose address was misused.
Spoofing Attacks 
There are a few variations on the types of attacks that successfully employ IP spoofing. Although some are relatively dated, others are very pertinent to current security concerns.

· Non-Blind Spoofing 
· Blind Spoofing 
· Man in the Middle Attack 
· Denial of Service Attack 
EXISTING SYSTEM:
Ingress / Egress Filtering:
Ingress – An ISP prohibits receiving from its stub connected networks packets whose source address does not belong to the corresponding stub network address space

Egress – A router or a firewall which is the gateway of a stub network filters out any packet whose source address does not belong to the network address space
Limitations:
· Allows Spoofing within a stub network

· Not self defensive

· Effective only when implemented by large number of networks

· Deployment is costly

· Incentive for an ISP is very low 
PROPOSED SYSTEM:

Spoofing Prevention Method (SPM)
SPM defense at the traffic’s destination associates a source autonomous system (AS) with a secret it exchanged with the defense. The source marks packets with this secret. Unique temporal key K(S, D) associated with each pair ordered air of source destination networks. Router closer to the destination verifies authenticity of the source address of the packet. Effective and provides incentive to ISP’s implementing SPM
Working with SPM:

· Packet leaving a source network S tagged with Key K(S,D)

· Destination network upon reception of packet verifies the packet using the key & then removes the key

· Keys are changed periodically

Advantages:

· Damage Reduction under SPM Defense is high
· Client Traffic
· Comparing to other methods the benefits of SPM are more.
· SPM is generic because their only goal is to filter spoofed packets.
SOFTWARE REQUIREMENTS:            
· Operating System

:Windows
· Technology


: JDK 1.6
· Front End


: Java Swing
· Database


: Oracle 10G
HARDWARE REQUIREMENTS: 

·  Processor 


: Any Processor above 500 MHz
·  RAM



: 512 MB
· Hard Disk


: 10 GB

· Input Device


: Standard Keyboard & Mouse
·  Output Device

: VGA & High Resolution Monitor
